
 GitHub CodeSpaces

Start a Container developer 

environment in seconds

Agenda for today

GitHub CoPilot

Your AI pair programmer

GitHub Advanced 
Security

Application Security from the beginning

Azure
DevBox

Start any secure developer 
environment in seconds

Team Collaboration
Bring open-source culture and best practices into your organization

  GitHub



GitHub

Application Collaboration and security from the 

beginning
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GitHub Enterprise
Fully integrated DevSecOps Platform

Collaboration & 

innersourcing

Secure by design

Automation &

development tools

Open Source 

Access
Project planning

Granular

permissions

& custom roles

Private 

packaging & 

container registry

Actions Codespaces Config-as-code GitHub copilot

Code scanning & 

variant analysis
Secret scanning Security overview

SAML SSO 

& LDAP

https://github.com/pricing



Microsoft Innovation Day GitHub Enterprise, DevBox, GitHub Copilot Gabriele Castellani, Elena Bolis

Enabling open-source culture and 
best practices in your organization

GitHub Repos

Increased collaboration
Create an innersource work culture by encouraging teams 

to collaborate within your organization using the same 

processes and practices as open-source communities.

Breaking silos
Simplify collaboration across teams to allow for easier 

sharing of knowledge, improved code reuse, 

and secured workflows.

Higher developer satisfaction
Leverage innersource and open-source practices to 

increase developers’ satisfaction and allow them to 

work on interesting projects and improve their skills.
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Project management made simple

Start with an issue
Create an issue to suggest a new idea or track a bug. 

Then organize and assign tasks to your team.

Link issues and pull requests
Track updates to your project without complicating your 

workflow by crosslinking between issues and pull 

requests anywhere in your GitHub organization.

See your work take shape with Projects
Visualize all of your work and prioritize it right alongside 

your code with projects boards. See what tasks are 

planned or in-progress, either in a repository or 

across your organization.

GitHub Issues & Projects
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Actions

Marketplace of 8,000+ Actions 

by our community

Any operating system, cloud and on-prem

Friction-free service or self-hosted runners

Enterprise-grade CI/CD that 
supports Windows, Linux, Mac Natively integrated into GitHub workflows
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Solution: 

Shift security left, 

but how?

BreachProduction
Test 

Q/A
BuildDevelopment

$ Millions

$7,600

$960$240$80

Sources: NIST, Polemon Institute

Remediation Costs 

SDLC Stages 

Security Shifting Left
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Code scanning
Find and fix vulnerabilities as you code

Find and fix vulnerabilities fast

Find and fix vulnerabilities before they are 

merged into the code base with automated 

CodeQL scans.

Community of top security experts

Your projects are powered by world-class 

security teams. Use queries created by the 

security community in your projects.

Integrated with developer workflow

Integrate security results directly into the 

developer workflow for a frictionless experience 

and faster development
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Secret scanning
Find and manage hard-coded secrets 

Identifies secrets as early as possible
Finds secrets (including Azure secrets) the moment they 

are pushed to GitHub and immediately notifies 

developers when they are found.

Community of secret scanning partners
For every commit made to your repository and its full git 

history, we'll look for secret formats from secret 

scanning partners.

Define custom patterns
Scan for patterns that are internal to your 

organization across your repositories.

Supports both public and private repos
Secret scanning watches both public and private repos 

for potential secret vulnerabilities.
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Dependapot
Automatically update vulnerable and out-of-date dependencies 

Automated pull requests for security 

& version updates
Keep your projects secure and up to date by monitoring 

them for vulnerable and out-of-date components. 

If a suggested update is found, we’ll automatically 

open a pull request with suggested fixes.

Integrated with developer workflow
Dependabot is integrated directly into the developer 

workflow for a frictionless experience and faster fixes.

Rich vulnerability data
GitHub tracks vulnerabilities in packages from supported 

package managers using data from security researchers, 

maintainers, and the National Vulnerability Database—

all discoverable in the GitHub Advisory Database.



GitHub CodeSpaces

Start a Container developer environment in 

seconds



Codespaces
A cloud dev environment that lets 
you code from anywhere

Code without compromise

Code, build, test, debug, and deploy with a 

complete development environment in your 

browser, running on Azure.

Simplify your workflow

Automatically set up dependencies and SSH keys. 

Go from code to commit faster on any project.

Extend and customize

Configure your editor with dotfiles and 

VS Code extensions to create a consistent 

environment in every Codespace.



DEMO

GitHub Advanced Security and Codespaces



Azure DevBox

Start any secure developer environment in 

seconds
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Ready to code

Support developers with self-

service, on-demand dev boxes

Streamline developer onboarding with preconfigured 

Dev Boxes that accelerate deployment and provisioning

Empower developers to code on demand and quickly switch 

between projects with task-based, self-service dev boxes

Provide developers with a custom library of ready-

to-code, project-specific dev box pools
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Flexible workloads

Quickly set up developers for 

virtually any development workload

Configure project-specific, task-based dev boxes with the 

right dev tools and code repos to support any workload

Create role-based dev boxes to support everyone on the 

team—from site reliability engineers to contractors

Keep costs under control with stop scheduling and a 

consumption-based pricing model
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Managed and secure

Maintain greater control over 

security, compliance, and cost

Integrate with existing enterprise infrastructure management 

systems to extend policies across remote devices

Control cloud resource configurations on a project-by-

project basis by enforcing Azure policies for each dev box

Keep dev boxes up to date by applying zero-day patches 

to devices running across the organization



GitHub Codespaces and Microsoft Dev Box

What platform do your 

developers use?

Microsoft Dev Box GitHub Codespaces

Windows-based dev machine Linux-based dev environment

What tools do you need 

support for?

Any IDE, SDK, version control system, or tool that 

runs on Windows—including internal tools
Visual Studio Code and GitHub repos

What are you building?
• Any apps, including: 

• Desktop and mobile apps

• Embedded apps

• Gaming

• IoT

• Web and cloud-based apps

• Backend development

• APIs



GitHub CoPilot

Your AI pair programmer
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Increase Developer 

Productivity 

With

GitHub Copilot code

deploy

releaseplan

monitor

build

operate

test
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Uses the context you’ve provided 

and synthesizes code to match

Convert comments to code

Autofill for repetitive code

Autosuggest tests

Show alternatives

Your AI pair programmer

GitHub Copilot



96%

88%

74%

say they are more 

productive

say they are faster 

with repetitive tasks

focus on more 

satisfying work

Research: quantifying GitHub Copilot’s impact on developer 

productivity and happiness

https://github.blog/2022-09-07-research-quantifying-github-copilots-impact-on-developer-productivity-and-happiness/
https://github.blog/2022-09-07-research-quantifying-github-copilots-impact-on-developer-productivity-and-happiness/


 



DEMO

GitHub CoPilot



the future of AI-powered software development

GitHub Copilot X

“With chat and terminal interfaces, 

support for pull requests, and early 

adoption of OpenAI’s GPT-4, 

GitHub Copilot X is our vision for 

the future of AI-powered software 

development. Integrated into every 

part of your workflow.”

Join the wait-list: https://gh.io/copilotx



Chat experience in the IDE

GitHub Copilot Chat

ChatGPT-like experience in editor

• Generic questions

• Generate unit tests

• Explain the code

• Propose a fix for bug

• Make code robust / secure

Support VS Code and Visual Studio

Voice-to-code with GitHub Copilot Voice



the future of AI-powered software development

Copilot for Pull Requests

AI powered tags in Pull Requests

Automatically suggest sentences and 

paragraphs as developers type based 

on PR code changes

Automatically warn and suggest tests 

where needed



the future of AI-powered software development

Copilot for Docs

AI-generated responses to questions 

based on documentation

Starting with docs for:

• GitHub

• React

• Azure

• MDN

• In future your in-house docs



the power of Copilot in the terminal

Copilot for the CLI

Suggest CLI commands in the 

terminal window

Three shell commands:

• ?? – General CLI

• git? – git specific CLI

• gh? – GitHub specific CLI

Revise & Execute



For Individuals
• Plugs right into your editor

• Turns natural language prompts
into code

• Offers multi-line function suggestions

• Speeds up test generation

• Blocks suggestions matching
public code

For Business
Everything included in Copilot for Individuals, plus

• Simple license management

• Organization-wide policy management

• Industry-leading privacy

Free
• The basics for individuals and organizations

Team
• Advanced collaboration for individuals and 

organizations

Enterprise
• Security, compliance, and flexible deployment

Read all the details:

Pricing · Plans for every developer (github.com)

https://github.com/pricing


Thank you
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